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 Vulnerabilities associated with the wide dissemination of personally identifiable 
information (PII) are well documented from an identity theft perspective, but reporting of 
identity-related crimes that result in assaults, robberies, and other physical losses has 
been inconsistent. This paper aims to identify gaps in existing research regarding 
physical crimes informed by the public availability of PII, with an emphasis on 
vulnerabilities created by victim self-publication of identity information through social 
media.  A survey of media reporting regarding 111 recent incidents, or strings of 
connected incidents, has facilitated the establishment of rudimentary patterns in these 
crimes, as well as trends in reporting, both within the US and abroad.  A review of pop 
culture commentary on the current risk environment offers insights into public 
perceptions of risk, and how these perceptions may be impacted by the media and 
entertainment industries. 
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Introduction 
 
Personally identifiable information (PII) is a high-value asset that is difficult to 
protect, relatively easy to acquire, and exploitable for a variety of purposes.  The identity 
theft related vulnerabilities associated with PII are well documented.  Numerous 
organizations are currently engaged in identity theft and fraud research.  The 2017 
Identity Fraud Study published by Javelin Strategy & Research indicates that the 
incidence of identity fraud events in the U.S. rose 16 percent from 2015 to 2016, 
reporting a record high of 15.4 million victims in 2016 (Identity Fraud, 2017).  The 
University of Texas at Austin’s Center for Identity has built an Identity Threat 
Assessment and Prediction model which utilizes data gathered from over 5,000 identity 
theft incidents to provide “unique, research-based insights into the habits and methods 
of identity threats, and… uncovers the identity attributes most vulnerable to theft, 
assesses their importance, and determines the personally identifiable information (PII) 
most frequently targeted by thieves and fraudsters” (Identity Theft, 2017, p. 3).   
While the aforementioned efforts are extremely important in the current 
environment of ever-increasing threats to identity, this research focuses exclusively on 
the financial, and to a lesser degree emotional, impacts of identity theft.  Far less 
research has been conducted to date regarding the physical risks associated with the 
public disclosure of identity information, and how individuals’ perceptions of risk may 
impact their actual risk.  The intent of this report is not so much to draw specific 
conclusions regarding physical crimes informed by publicly available identity 
information, as it is to (1) identify whether or not these types of crimes are actually 
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occurring, and (2) survey the current climate and identify areas where further research 
may be warranted.   
This report addresses four specific areas: 
1. Current challenges concerning public access to critical identity-related 
information of two types; personal information, the availability of which 
creates vulnerabilities, and crime reporting information, the lack of 
which may be a disservice to the public.  Despite distinct differences in 
circumstances and outcomes, the crimes surveyed for this report have 
two things in common; they were all informed by publicly available 
identity information, and many media reports regarding these crimes 
are vague.  These two commonalities identify gaps in existing 
research.  First, why is the information reported about these incidents 
so vague?  Is it an intentional effort on the part of law enforcement to 
try and limit copycat crimes, is it due to a general disinterest on the 
part of media, or is there some other reason?  Also unaddressed by 
existing research is what impact, if any, does this lack of reporting 
have on the general public’s ability to protect themselves from future 
similar incidents?   
2. The identification of patterns regarding crimes associated with social 
media and other publicly available identity information, such as types 
of crimes committed, frequency, and specific sources of information 
criminals used to target their victims.  While this report touches upon 
patterns with regards to victim gender, other patterns which could be 
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investigated by researchers in the future include examining the 
geographic location of crimes, analyzing social media use patterns 
among victims to determine if there are any correlations between an 
individual’s level of social media activity and the likelihood that they 
will become a victim, as well as patterns in socioeconomic factors 
related to both victims and perpetrators, including age, education, 
income, and employment status.   
3. How these crimes are reported by the media, including which outlets 
are regularly reporting such crimes; the local, regional, national, or 
international dissemination of crime reports; differences in reporting 
between the US and elsewhere in the world; and the manner in which 
news of specific incidents is conveyed, i.e. are risks under reported, or 
overhyped to the point of causing people to become desensitized? 
4. The general public’s perception of risk associated with publicly 
available identity information and the over-sharing of such information 
on social media, the degree to which public opinion is polarized 
regarding these issues, and what role the media and entertainment 
industries play in framing these perceptions. 
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Current Challenges Contributing to the Threat Environment 
 
Numerous challenges currently exist in the realm of PII, including the availability 
and ease of access to information, the 21st century information sharing culture, the 
increased use of mobile applications, and a general lack of awareness regarding the 
relatively new risks brought about in the digital environment.  A survey of specific 
criminal incidents demonstrates that these challenges are repeatedly seen as 
contributing factors in crimes that began with a criminal utilizing readily available PII to 
target an individual, and ended with assault, rape, murder, or some other physical loss. 
Information Ease of Access  
Even in the absence of hacking, phishing, and other cyber-related attempts to 
access restricted PII, the amount of identity information that is freely and openly 
available to the public regarding the average American is astonishing.  Address 
histories, telephone numbers, email addresses, dates of birth, close relatives and 
associates, voter registration records, political campaign contributions, motor vehicle 
purchase information, real property records, business filings, professional licenses, 
court and criminal records, and marriage and divorce records are but a few examples of 
the types of information that can be easily accessed by anyone, and often obtained for 
free.  Alternately, would-be criminals who are not motivated enough to track down 
information from original sources have the option of paying a small fee for aggregated 
“comprehensive reports” of a variety of records such as employment, education, social 
networking, criminal, lien, and marriage records from data resellers such as Spokeo and 
BeenVerified.  Whereas major data aggregators such as LexisNexis and Thomson 
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Reuters limit direct access to their databases, there is no client vetting involved with the 
lower-level resellers; these companies will sell PII to anyone with an Internet connection 
and a credit card.   
Ironically, the websites of some of these data resellers, such as Intelius, offer 
unlimited access to “the most accurate and updated information from billions of records” 
for sale, right next to offers of identity protection services (Want, n.d.).  In “Without 
Permission:  Privacy on the Line,” Pratt and Conger detail the lack of regulation and the 
legal grey areas in the dissemination of information by third and fourth parties, asserting 
that “legal compliance is via self-regulation” and that many third and fourth party 
vendors apply very broad interpretations of what are legitimate business purposes and 
permissible uses, or they just blatantly disregard agreements they have made with their 
data sources (2009, p. 34). 
When social media platforms are utilized in addition to public records, the amount 
of available PII can increase exponentially, to include valuable details such as 
comprehensive employment and educational histories; extended family members, close 
friends and other social groups; pattern of life information such as daily schedules, 
routes traveled, and favored retail, dining, recreation, and vacation locations; hobbies 
and interests; and photographic records of an individual, their family, their residence, 
and other personal details.  
Every bit of information that is discoverable regarding a particular individual can 
then be used to fuel social engineering attempts to gain additional information.  Even 
those social media users who take advantage of available security settings may be 
more vulnerable than they think.  Facebook, for example, offers users the ability to 
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restrict their timeline from public view; however, even in the absence of the daily 
updates often provided on a timeline, information useful for social engineering can still 
be gleaned from a “secured” profile.  While a stalker may not be able to view a woman’s 
posts and photographs, he could still obtain crucial details from the often unprotected 
“About” and “Likes” sections, including schools attended, recreational interests, and 
local venues frequented.   
For example, it would be trivial for someone to use public records to identify a 
recently divorced, and likely emotionally vulnerable, woman, review her social media, 
then show up at her favorite local watering hole wearing a t-shirt from her alma matter, 
and strike up a conversation about the sporting event that she is there to watch on 
television. 
Information Sharing Culture 
Information oversharing has become common practice in the 21st century.  Social 
media is an integral part of American culture, with many people checking social media 
at least daily.  According to the Pew Research Center, over three quarters of Facebook 
users, over half of Instagram users, and nearly half of Twitter users are on the 
respective sites daily.  Over half of Facebook users are on the site multiple times every 
day (Greenwood, Perrin & Duggan, 2016). We are living in a time where a sizable 
portion of the population feels the need to regularly broadcast even the most mundane 
details of their daily lives, and in doing so, are freely giving away valuable pieces of 
personal information which may be used by criminals in ways the author does not 
anticipate.  
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Increased Use of Mobile Applications 
Sixty-six percent of the world’s population is using mobile phones, and the 
twelve-month period between January 2016 and January 2017 saw a 30% increase in 
the number of active mobile social media users (Kemp, 2017).  This volume of use and 
recent increase is significant for several reasons.  Mobile social media use means 
mobile uploads, check-ins, and geotagged posts and photos.  In addition to giving away 
all of the information traditionally associated with desktop use of social media platforms, 
mobile users are broadcasting their exact locations, and doing so in real time.  
Numerous studies in recent years have demonstrated various network-based 
geolocation inference techniques (Jurgens, Finnethy, McCorriston, Xu, & Ruths, 2015).  
Even if geolocation information is not available for a particular social media user, there 
are at least nine different methods that could be used to infer that individual’s location 
based on available location data for others within that individual’s social networks 
(Jurgens, Finnethy, McCorriston, Xu, & Ruths, 2015).   
Mobile phones now house an inordinate amount of sensitive data.  Sensitive data 
that may be compromised when the phone is lost or stolen, data is intercepted through 
Wi-Fi sniffing or rogue wireless access points, or taken via malware attack (Jain & 
Shanbhag, 2012).  This sensitive information does not have to be stolen to be used for 
criminal purposes, in many cases it is simply handed over by the user.  The use of any 
one of the millions of Smartphone apps available almost guarantees that the user is 
giving away valuable personal information, data that is often entirely unrelated to the 
operation of the app itself.  Location, contacts lists, and media files such as photographs 
are just a few examples of the many types of information commonly collected by apps.  
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While many of these apps offer convenience, this convenience comes with the cost of 
having service providers and random app owners continuously track your every move 
(Williams & Chi, 2015).   
Location-based services create privacy and security vulnerabilities not only in 
relation to location information, but also in the areas of identity and behavior.  The 
places the user visits, the timing and frequency of those visits, and the presence of 
others in the area can all provide significant insights into an individual’s life including 
such details as religion, political affiliation, sexual orientation, and medical status 
(Damiani, 2014).  While the average street criminal may not be harvesting location and 
other information using nefarious apps, organized crime does have access to the 
resources and expertise required to develop apps specifically for the purpose of 
collecting information which could subsequently be used to inform criminal activities.   
Public Lack of Awareness 
Although little research has been done in the area of physical risks associated 
with the disclosure of PII, research related to privacy and the public’s concern regarding 
the use of mobile apps reveals that the public’s privacy expectations and knowledge of 
the data collection practices from mobile applications are unclear.  In “Putting mobile 
application privacy in context:  An empirical study of user privacy expectations for 
mobile devices, Martin and Shilton conclude:  
Users expect particular data types, such as location and accelerometer data, to 
be used in the contexts of navigation and weather applications, but they do not 
expect this data to be used for targeting of advertisements.  Users do, however, 
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expect keyword harvesting to improve targeting of advertising.  And they do not 
expect contact and image information to be harvested in any context (2016, p. 
212).  
This research suggests that when it comes to matters of convenience, a significant 
portion of the public is largely unconcerned with the collection of key pieces of critical 
personal information from their mobile devices.   
Please Rob Me is a site that debuted in 2010, providing detailed location 
information on individuals obtained from social media sites such as Twitter and 
Foursquare.  The mission statement of the site, which is entirely focused on raising 
awareness regarding social media safety, begins: “The danger is publicly telling people 
where you are.  This is because it leaves one place you’re definitely not…home” 
(Siegler, 2010, para 6).  Following the launch of the site, a string of over 50 burglaries 
occurred in New Hampshire.  While the site is no longer re-posting location information 
obtained from social media, it still exists and provides information regarding social 
media safety, with the added disclaimer that “Our intention is not, and never has been, 
to have people burgled” (Raising, n.d.).  Some believe it was an extraordinarily relevant 
demonstration of the dangers of social media, while others refuse to see the risks.  A 
review of comments on the aforementioned Siegler article related to this website 
revealed the views of many skeptics, with comments such as “Has anyone actually ever 
been robbed due to foursquare or twitter?” “Chill out, people.” and “Surely as long as 
you don’t broadcast your home address, it doesn’t matter if people don’t know your 
there?”  This last comment appears to be from someone who has not spent much time 
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with Google, as home address is one of the most accessible pieces of personal 
information available on the Internet. 
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Specific Cases and Patterns of Crime Informed by Social Media 
 
In an attempt to establish patterns related to physical crimes informed by social 
media, research was conducted seeking relevant media articles.  These crimes are of 
particular interest, as the majority of social media content is self-published, and is 
therefore the source of publicly available PII for which individuals have the most control 
over, and the best opportunity to take appropriate precautions to avoid victimization.   
Research of news reports, utilizing the search engine Google, was conducted on 
the following twenty-one queries, total search results noted in parenthesis following 
each query:  Facebook stalker (3.24 million), Instagram stalker (371,000), Tinder stalker 
(5,610), Facebook robbery (4.42 million), Instagram robbery (1.87 million), Tinder 
robbery (16,300), Facebook burglary (38.8 million), Instagram burglary (207,000), 
Tinder burglary (3,700), Facebook rape (5.33 million), Instagram rape (8.11 million), 
Tinder rape (55,300), Facebook abducted (2.87 million), Instagram abducted (294,000), 
Tinder abducted (3,520), Facebook murder (115 million), Instagram murder (6.95 
million), Tinder murder (61,000), Facebook human trafficking (3.17 million), Instagram 
human trafficking (124,000), and Tinder human trafficking (5,360).  In the interest of 
obtaining comprehensive results, all queries were entered without quotation marks, 
causing the Google search engine to interpret the queries as “and statements,” i.e. the 
query Facebook robbery would be interpreted by Google as Facebook AND robbery, 
thus providing results for any news articles that contain both words.  As is the case with 
any search methodology, there are associated advantages and limitations.  The 
advantage of using “and statements” is that the query Facebook robbery would return 
articles such as “Violent robbery occurs in Rockingham after woman posts photos to 
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Facebook,” which would not be returned had the query been entered in quotation marks 
as “Facebook robbery.”  Limitations of this methodology included a large number of 
false positives that had to be eliminated from consideration, such as articles concerning 
robberies that had nothing to do with Facebook, but in which Facebook is mentioned, 
i.e. “According to LAPD’s Facebook page, this is the third robbery to have occurred in 
the Elm Street neighborhood this week.” 
Due to time constraints associated with this project, only the first 100 results of 
each of the aforementioned 21 queries were reviewed.  Out of the 2,100 total results 
reviewed, research uncovered 157 reports related to 111 unique incidents or strings of 
incidents.  Some of the strings of incidents represent a significant number of victims, 
such as a spate of eighteen Denver-area rapes linked to Tinder, or one man in the UK 
who is currently imprisoned for rape and blackmailing some 100 children into 
committing sexual acts (Halsne & Koeberl, 2016; Donald, 2017).   
The majority of these incidents fall into one or more of eleven categories.  These 
categories include five adverse outcomes from meeting an alleged perpetrator for dating 
purposes: (1) robbery, armed robbery or theft (2) sexual assault and/or rape, (3) 
abduction or attempted enslavement, (4) assault, and (5) murder; and six other 
categories: (6) robbery or armed robbery after the victim agreed to meet the alleged 
perpetrator for exchange of goods, (7) burglary/home invasion or armed robbery after 
the victim posted photos to social media, (8) human trafficking/sex trafficking, (9) child 
pornography and web cam sex trafficking (WCST), (10) men who were accused of rape 
and blackmailed or acquitted at trial (possibly set up by “victim”), and (11) 
stalking/cyberstalking/harassment.   
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A summary of select incidents from each category follows.  It should be noted 
that many of the aforementioned 111 unique incidents or strings of incidents involved 
two or more crimes (sexual assault and abduction, robbery and assault, etc.), and 
strings of connected incidents have been broken down and accounted for as individual 
occurrences, therefor the sum of figures listed as “Total Occurrences” in the following 
crime descriptions exceeds 111. 
1.  Robbery, armed robbery or theft after the victim agreed to meet the alleged 
perpetrator for dating purposes 
Total Occurrences:  56 
Many, but not all, of these incidents involve direct confrontation.  Some criminals 
showed more creativity and forethought than simply shoving a gun in someone’s face 
and demanding their wallet.  In response to an AskReddit thread “What is your Tinder 
horror story?” one individual recounted the story of a Tinder date in which the female, 
upon walking through the door to a motel room, indicated that she left her purse in the 
car.  Her date tossed her the keys to his car so that she could go retrieve her purse.  
She never came back, and when the man went looking for her he discovered, much to 
his dismay, that his car was gone (Gander, 2016). 
Incident Example 1 
In November 2016, two Vancouver, WA men were robbed at gunpoint in 
separate, but connected incidents occurring in the parking lot of an elementary school, 
where they had arranged to meet a woman for a date.  Much to their surprise, upon 
arrival to the school, the men were not met by the 17 to 23-year-old woman they 
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expected, they were instead overtaken by four or five men wielding firearms.  One of the 
victims had arranged his date through Meetme.com, and upon arriving at the planned 
meeting location, was robbed of all his money.  The other victim was relieved of his 
vehicle when the group of men showed up at the same school, where the man agreed 
to meet his date from Tinder.  News reports indicate that police suspect a third robbery 
may be connected to the first two incidents (2 men, n.d.; Becker, 2016). 
It is important to note that one of these incidents occurred at 1:30 am, but the 
victim waited until the following afternoon to report the crime, citing embarrassment.  
Although there is no shortage of such crimes being reported, there is no way of knowing 
how many other similar incidents have gone unreported due to victims who feel 
embarrassed that they were duped.   
Incident Example 2 
The Omaha Police Department reported eight incidents of armed robbery (one 
unsuccessful), occurring over a ten-day period in September 2017.  In all eight 
incidents, the male victims thought they had arranged dates with females through 
Tinder or Plenty Of Fish, only to be greeted by two or three armed gunmen upon arrival 
at the arranged meeting location.  One victim recounts sharing numerous flirtatious 
messages with a woman on Plenty of Fish, prior to agreeing to meet her at her home 
between 2 and 3 a.m.  None of the victims were harmed, but the gunmen took phones, 
cash, debit cards, and jewelry.  Omaha police remarked that social media has “become 
an avenue for robberies,” and that the local area had seen a large number of incidents 
within a short timeframe (Klecker, 2017, para 11; Omaha, 2017, Shapiro, n.d.). 
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2.  Sexual assault and/or rape after the victim agreed to meet the alleged 
perpetrator for dating purposes 
Total Occurrences:  56 
While the overwhelming majority of victims in dating robberies are male, virtually 
all of the sexual assault or rape victims are female. Nearly two-thirds of the 56 incidents 
identified as part of this project involved Tinder.  The UK’s National Crime Agency 
(NCA) reported that the number of rapes linked to online dating increased by more than 
450% between 2009 and 2014 (Khan, 2016). In 2016, Oslo Police spokeswoman Kari-
Janne Lid said “We began seeing a significant increase last year in the category that 
includes rapes after initial contact was made on Tinder or other dating sites.” (Norway, 
2016).  Circumstances surrounding dating-app sexual assaults and rapes seem to 
suggest that different expectations may exist between males and females regarding the 
intended use of Tinder.  Males seem to approach Tinder “dates” with the expectation of 
a hook-up whereas some females appear to be treating the app as more of a 
matchmaking service, expecting to find a relationship as opposed to a one-night-stand.  
In response to an increase in dating app related crimes, Detective Chief Inspector Mark 
Chicken of the Gloucestershire Police reminded the public that “Just because you have 
been swapping flirtatious messages it doesn’t mean when you do meet up that sex is on 
the cards.” (Norris, 2017).   
Incident Example 1 
Samuel H. Butler, 22, of St. George, Utah is accused of having raped a Dixie 
State University student he met on Tinder in January 2017.  Multiple news reports 
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indicate that Butler and the victim shared flirtatious messages via Tinder, and that Butler 
told the victim he wanted to “get laid,” and proposed that they go stargazing on their first 
date.   The victim indicated that she did not want to have sex, but she agreed to meet 
him for coffee.  When Butler picked the victim up, instead of driving to the coffee shop, 
he allegedly drove the victim to his apartment where he raped her.  Following an 
investigation spanning multiple weeks, Dixie State University police discovered that 
Butler was accused of forcing himself upon other women under similar circumstances in 
at least three other Utah jurisdictions, and interviews revealed that Butler’s modus 
operandi involved meeting female college students online (Havens, 2017; Ramseth, 
2017; Bolerjack, n.d.). 
Incident Example 2 
In October 2014, a New Zealand woman was gang raped during a Tinder date 
she arranged while in Australia for a business trip.  After meeting her date at a 
restaurant, they proceeded to a bar where several of her date’s friends later arrived.  
The victim reported becoming disoriented while at the bar, at which point she was taken 
to another location and raped by at least three men, according to Sydney sex crime 
detectives (Partridge, 2014). 
3.  Abduction or attempted enslavement after the victim agreed to meet the 
alleged perpetrator for dating purposes 
Total Occurrences:  4 
Perceptions of risk related to dating vary.  Following news reports of local Tinder-
related crimes, a University of Georgia student commented, “You make that decision to 
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meet somebody from Tinder, and I think that if that meeting is in a safe place, there 
shouldn’t be any problems” (Vanden Heuvel, 2016).  While meeting in a safe place is 
definitely a good practice, that will not help in all situations, as demonstrated by the 
case of Shane Steven Allen, who abducted a woman on their second date, following 
what appeared, as described in court documents, to be an acceptable first date (Tulp, 
2016).   
Although most dating related crimes occur during an in-person meeting, some 
occur when one party seeks out another without prior agreement to meet.  One of the 
four abduction incidents listed above occurred after a woman ended an online 
Facebook “relationship” before she ever met her attacker in person.  The jilted man then 
drove across the country intent on abducting the woman, taking her back to Georgia, 
impregnating her, and making her his bride. 
Incident Example 1 
In May 2016, a University of Kansas student was allegedly beaten during her 
second date with Shane Steven Allen, a 30-year-old man whom the sorority sister had 
met through Tinder.  According to court documents, Allen had taken the victim to his 
home, in the company of two of his friends.  After the others departed, Allen accused 
the victim of flirting with his friends, and proceeded to punch her in the face and take her 
to the ground.  He subsequently held her captive in his trailer and beat her several more 
times over the course of six days, including choking her unconscious when she 
attempted to leave.  University of Kansas students interviewed following the incident 
were shocked, providing comments such as “I was absolutely flabbergasted that had 
happened” and “It made me think about the fact that it is a common occurrence in 
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college…It really opened my eyes to the (dangers of the) whole hookup culture thing” 
(Tulp, 2016; Bult, 2016). 
Incident Example 2 
Following the demise of a relationship begun on Twitter, which included one in-
person meeting, Robin Gomes broke into a woman’s Bristol, England, house with a 
carefully conceived plan to abduct her and make her his sex slave.  Following a one-
night-stand, the woman indicated that she did not intend for the relationship to go any 
further.  Gomes subsequently tracked down her home address via the Internet, and 
showed up at her rural home to declare his love to her.  He made several repeat 
unwelcome appearances, and ultimately broke into her house, claiming that the woman 
had no right to deny his sexual advances.  The judge who sentenced Gomes to ten 
years in prison stated “You’ve said this woman was your ‘c**** bucket’, nothing more 
than a hole to have sex with…You wanted to chain and cage her.  You admitted you 
would have raped her if necessary…Yours was a planned offence with sadistic 
excitement of inflicting fear into your victim.  You are dangerous in that you represent a 
risk of serious harm to the public in the future.” (Baynes, 2016). 
4.  Assault after the victim agreed to meet the alleged perpetrator for dating 
purposes 
Total Occurrences:  10 
Although most of the assaults identified for this project occurred in conjunction 
with a robbery, this may change as more personal information becomes readily 
available.  Social media could become an even more useful resource than it already is 
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for individuals looking to commit hate crimes.  In an effort to become more inclusive, 
Tinder announced 37 new gender options available for US-based users in November of 
2016.  The expanded offerings were made available to users in Germany, Spain, and 
France in June of 2017.  The specificity of this information could aid in one’s efforts to 
target a specific group of individuals to assault, or as is discussed in the next section, 
murder (Lang, 2016; Clarke-Billings, 2016; Introducing, 2016). 
Incident Example 1 
In late 2015, two Minnesota men were assaulted in related incidents.  According 
to a Pioneer Press news report, “The M.O. was the same both times:  Find a stranger 
on social media, make a date and have a friend show up a bit later with a gun” (Vezner, 
2017, para 1).  The first man was robbed of $160 in cash and shot in the leg during a 
date with a woman he met through Facebook.  The woman had claimed to be new to 
the area, and met the victim for drinks at his home.  Shortly after the woman arrived, 
two armed men walked into his apartment and demanded money.  A week later the 
same woman arranged a date with another man through Instagram.  That man picked 
the woman up in his BMW, and shortly thereafter a man ran up to the vehicle, and tased 
and pistol whipped the victim through the window (Vezner, 2017). 
Incident Example 2 
In July 2016, a California woman was beaten about the head so severely by a 
man she met on Instagram that her brain swelled.  Following a night on the town, the 
man, James Baker, took the victim to a Los Angeles hotel where he savagely beat her 
and left her for dead, taking with him her car and cell phone.  Police utilized the Find My 
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iPhone app to locate the victim’s cell phone and track the man down at another area 
hotel.  It was later discovered that Baker had multiple prior convictions in other states, 
and was on bail for credit card fraud.  According to KTLA 5 Los Angeles, the victim is 
quoted as stating “I wouldn’t want anybody to go and meet up with anybody that they 
don’t know.  Please don’t ever do that…You have to value your life” (Mcdade & 
Kurzweil, 2017, para 17). The victim also commented that she felt comfortable meeting 
Baker in person because “He didn’t really look like a creep from his pictures.  He looked 
like he had it going on” (Mcdade & Kurzweil, 2017, para 3). 
An iOS dating app released in 2017, Gatsby, performs criminal record and sex 
offender searches, supposedly blocking users who have prior convictions.  While this 
app may be effective in certain situations, and quite possibly could have prevented the 
incident involving convicted criminal James Baker, there will be limitations.  Not all 
jurisdictions make criminal records available to these types of services, the app cannot 
protect users from individuals who have committed crimes and not been caught, 
information on recently committed crimes may not be available, users may register 
under false identities, and the app will be of no use in the case of first-time criminals.  
Provided that the app takes hold, research would have to be conducted to determine 
how effective the app actually is, and whether or not it provides users a false sense of 
security (Alba, 2017). 
5.  Murder after the victim agreed to meet the alleged perpetrator for dating 
purposes  
Total Occurrences:  13 
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Murder connected to social media does not appear to happen nearly as often as 
theft and assault, but it has happened enough to be worth mentioning.  Some of the 
murders have been the result of robberies gone bad, some pure acts of rage, and yet 
others seemingly premeditated acts carried out by methodical killers such as the case of 
Jason Marshall, described below, and the case of Emmanuel Delani Valdez 
Bocangegra, who was arrested in Mexico City for murdering his Tinder date and 
dissolving her body in acid (Leighton, 2016). 
Incident Example 1 
Richard Nyakina Ogoko, a 26-year-old Kenyan, is accused of murdering 23-year-
old Lydia Nyaboke on their first date in Nairobi on 23 July 2017.  According to Nairobi 
News reports, the couple had met through Facebook, and had communicated via 
telephone on several occasions before meeting to have a picnic for their first date. 
Reports indicate that the suspect initially contacted the victim, indicating that they had 
much in common, as they were from the same Kisii village.  It was noted that Ogoko’s 
Facebook account displayed a profile photograph of someone else, and that he had a 
disproportionately high number of female friends.  Ogoko confessed to police that he 
suffocated the victim after striking her on the head, and ultimately used the victim’s 
clothes to strangle her.  Ogoko is also facing rape charges stemming from an incident 
two years earlier (Facebook, 2017; Pending, 2017). 
Incident Example 2 
In 2013, Jason Marshall, 28, a former male escort from London, went on an 
international rampage, using the dating app Badoo to lure multiple men and 
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subsequently kill them.  According to court records, Marshall had a habit of dressing in 
various uniforms, and was impersonating a police officer when he gagged and 
suffocated Peter Fasoli, then set Fasoli’s London home on fire.  Marshall then stole 
Fasoli’s credit cards and used them to fund a trip to Rome, where he killed Vincenzo 
Iale.  He then stole Iale’s vehicle and credit card, and a week later arranged another 
Badoo date with Umberto Gismondi, who he also attempted to murder (Eustachewich, 
2017). 
6.   Robbery or armed robbery after the victim agreed to meet the alleged 
perpetrator for exchange of goods 
Total Occurrences: 19 
These incidents seem to happen more often at night.  In some cases, the perpetrators 
advertise items for sale, which ensures that their victims bring cash.  In other incidents, 
perpetrators act as interested in buyers, then steal the item being sold. 
Incident Example 1 
On 25 June 2017, a Chicago man was robbed at gunpoint after traveling to 
Milwaukee to purchase a moped that was advertised on Facebook Marketplace.  The 
victim had been in contact with the seller for several days, and admitted to feeling safe 
because the transaction was initiated through Facebook.  After the victim gave the 
suspect a ride to retrieve the moped’s title, the suspect returned to the vehicle with a 
gun, and demanded that the victim hand over the cash he had brought to purchase the 
moped.  The incident was recorded on the victim’s dashcam, and the suspect was later 
identified (Sears, 2017). 
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Incident Example 2 
In June 2016, Kameron Dominic Alston, of Chicago, contacted another Illinois 
man through Facebook to arrange the purchase of marijuana.  When the two met in a 
neighborhood in which Alston claimed to reside, Alston grabbed the marijuana as well 
as the seller’s arm, pulling the man half way into his vehicle through the window, then 
drove off with the victim’s head and torso inside the vehicle and his legs hanging out the 
window.  Alston hit a parked car, at which point the victim was tossed into the street, 
and Alston made off with the marijuana.  As a result of the violent robbery, the victim 
was in a coma for over a month, is paraplegic, and has no use of his hands (Briscoe, 
2017). 
7.  Burglary/home invasion or armed robbery after the victim posted photos to 
social media 
Total Occurrences:  39 
Several of these burglary incidents occurred within the homes of individuals who 
posted vacation pictures in real time.  UK-based Co-op Insurance conducted a survey of 
2,000 people regarding their basic security practices.  Twenty percent of respondents 
admitted to sharing vacation photos while they were still on vacation; other sources 
have placed the number as high as 58% (Smithers, 2017; Culley, 2017).  Noel “Razor” 
Smith, a former bank robber who served 32 years in prison for some 200 robberies, said 
“Bragging about your holidays is an absolute no-no.  It’s just saying ‘come and burgle 
my house’.  Organised gangs are having a field day.” (Smithers, 2017).  According to 
the home security provider ADT, 78% of burglars are using social media to target 
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homes, and some experts suggest that negligence in social media posting habits 
amounts to failure to exercise “reasonable care,” a condition which could invalidate 
insurance policies (Christie, 2017).  Sgt. Kelvin Courtney of Ireland’s Garda National 
Crime Prevention Unit perhaps summed it up best when he stated “People need to 
realise that whatever they are putting up online; they may as well write it on a piece of 
paper and stick it to the front of their house” (Lally, 2016). 
Incident Example 1 
In February 2017, three armed men broke into a Philadelphia home to steal items 
they had seen posted on a 19-year-old resident’s Instagram account, including Rolex 
watches and other valuable jewelry.  Five male victims between the ages of 17 and 19 
were in the residence at the time of the robbery, and the thieves made off with 
cellphones, a Rolex watch, and multiple gold chains (Johnson, 2015). 
Incident Example 2 
A California man, Arturo Galvan, received an eight-year prison sentence after 
breaking into the homes of 33 female college students to steal their underwear and 
valuables totaling over $250,000.  The married father of three committed the crimes 
between 2014 and 2015, after locating victims’ homes by using geolocation information 
from photos the victims posted on Instagram.  The exact circumstances of these crimes 
are unclear.  Some reports indicate that the suspect targeted women he had seen in 
public places, tracked down their social media accounts, and then pulled geolocation 
information embedded in photographs, while other reports make no mention of in-
person encounters between Galvan and the victims prior to the commission of the 
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crimes.  Additionally, one report indicates that Galvan pulled metadata from both 
Instagram and Facebook photos, however, as a matter of practice, Facebook wipes 
exchangeable image file format (EXIF) and other metadata from photographs upon 
upload (Ludwig, 2016; Blake, 2016). 
8.  Human trafficking/sex trafficking 
Total Occurrences:  12 
The incidents outlined in this report are a small sample of what is currently taking 
place in the realm of human trafficking.  Spotlight, a web scraping tool which was 
developed by Google engineers in cooperation with anti-trafficking organizations, 
uncovered 6,000 victims of sex trafficking advertised on the online commercial sex 
market, and 2,000 traffickers, in a single year (Molinari, 2017).  As of November 3, 
2017, the Spotlight website boasted the identification of over 6,625 victims, sourced 
from the 100,000 new escort ads that are posted online every day (Spotlight, n.d.).   
Although many trafficking incidents occur when the victims agree to meet in 
person; it is the information a victim posts online which leads to them being targeted in 
the first place.  Criminals are going for easy marks, those who are most vulnerable, 
posting their thoughts, feelings, and desires online for the world to see.  An agent from 
the Fort Wayne, Indiana FBI office remarked “If you put on there everything your 
parents don’t understand, how easy is it for me to pop up online and say it doesn’t have 
to be like that.  You’ll get your hair done.  You’ll get your nails done.  You’ll eat three 
times a day.  I’ll give you a warm place to stay, nice hotels.” (Traffickers, 2017).  While 
not all of the victims identified by Spotlight were victimized as a result of their own social 
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media use, the overall human trafficking figures are startling, and there is evidence that 
many of the sex traffickers are identifying their victims and making initial contact through 
social media.  As former Congresswoman Susan Molinari recently pointed out, 
“Technology’s role in human trafficking cannot be ignored.” (Molinari, 2017, para 8). 
Incident Example 1 
According to detectives in the Human Exploitation and Tracking Unit of the Mesa 
Police Department in Arizona, Oshay Small and Cornelius Wells used Facebook to 
initiate contact with two 15-year old girls, and convinced them to leave home.  The girls 
were then advertised on the Internet, and sexually exploited for profit.  Upon 
investigation, police learned that two women and one additional girl were also being 
exploited.  Small and Wells were taken into custody following a five-month long 
investigation (Gundran, 2017). 
Incident Example 2 
An Atlanta man is under investigation by the FBI for alleged human trafficking 
after one of his victims called 911 in early 2017.  Kenndric Roberts was living in a rented 
mansion with eight women he referred to as his “Diamond Kitties.”  Roberts had utilized 
dating sites and other social media platforms to contact vulnerable women, offer them 
jobs at his company, which he stated represented models and athletes, and lure them to 
Georgia.  Once the women arrived at the Sandy Springs house, which Roberts routinely 
patrolled with an AK-47, he forced them to work in strip clubs, and threatened to kill 
anyone who tried to leave (Noll, 2017; Carlson, 2017). 
9.  Child pornography/web cam sex trafficking (WCST) 
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Total Occurrences:  101 
This category of crime generally involves no physical interaction between the 
perpetrators and victims; however, the traumatic psychological impacts to victims are 
profound and enduring.  Both the Federal Bureau of Investigation and the United 
Nations have been quoted as estimating the number of predators who are on the 
Internet at any given moment to be 750,000 (Webcam, 2013).  A group of researchers 
from Terre des Hommes Netherlands spent ten weeks in 19 public chat rooms, posing 
as young Filipino girls to see how many predators would seek them out for WCST 
purposes.  During that time, they were contacted by 20,172 predators from 71 countries, 
1,000 of whom the research team were able to positively identify (Webcam, 2013).  
According to Terre des Hommes, contact is usually first made through online dating 
sites, social media platforms, public chat rooms, or cybersex dens.  Although WCST 
seems to be more of a problem in developing nations, there is no way of knowing how 
many US children are being exploited in this manner, and many of the criminals 
engaged in these activities hail from developed countries.  It is an international problem 
that has not received enough attention, as the number of predators convicted to date is 
a shockingly low six (Webcam, 2013). 
Incident Example 1 
British pedophile Paul Leighton utilized some 30 or 40 false personas on 
Facebook to pose as a minor and befriend teenagers from Australia, Canada, and the 
US, under aliases such as June Clarke, Laya Anderson, and Emma Sanderson. After 
establishing relationships with his victims, Leighton convinced the teens to send him 
sexually explicit photographs of themselves.  He then blackmailed the teens, forcing 
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them into sex acts by threatening to disseminate their naked photographs if they did not 
do as he instructed.  Several of the minors were coerced into committing crimes against 
others to appease Leighton, including several cases of children engaging in sexual acts 
with their siblings, and a 14-year-old Florida boy who was forced to rape his one-year-
old niece.  Despite the fact that he was not physically present for the commission of the 
crimes, Leighton was charged with rape and sentenced to 16 years in prison.  
Authorities believe it likely that Leighton had many more as of yet unidentified victims 
(Donald, 2017). 
Incident Example 2 
A 21-year old man from the Philippines was arrested in July 2017 after he 
contacted a minor through Facebook under an assumed name, and convinced her that 
he would pay her to send him nude photos and videos.  Once the victim sent the photos 
and videos, the man refused to pay, and informed her that he planned to disseminate 
the compromising images unless she had sex with him.  In an effort to avoid public 
embarrassment and shame, the victim agreed to meet the man, at which point he 
allegedly raped her, and then demanded money.  The victim gave the man money, then 
sought assistance from law enforcement.  Upon the man’s arrest by the Philippine 
National Police Anti-cybercrime Group, authorities located nude photographs of several 
other young girls on his phone (Legaspi, 2017). 
10.  Men who were accused of rape and blackmailed or acquitted at trial (possibly 
set up by “victim”) 
Total Occurrences: 3 
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While the initial research for this project, largely conducted in September 2017, 
did not reveal many cases of false accusations, specific searches were not made 
seeking such incidents.  This was added as a category when results from other targeted 
searches uncovered multiple incidents.  A simple search of the term “Plenty Of Fish,” 
aimed at obtaining a description of the website, returned several articles related to UK 
resident Samantha Murray-Evans, who was recently sentenced to 27 months in prison 
for falsely accusing her Plenty Of Fish date of rape (Hardy, 2017).  It is likely that a 
targeted search seeking information related to these cases would uncover additional 
incidents, whether the result of malicious intent or revenge for relationships gone south. 
Incident Example 1 
Following the demise of a relationship that was first initiated through Tinder, a 
woman allegedly harassed a Houston man on a daily basis, sending him unwelcome 
text messages, and posting derogatory comments about him on various websites and 
social media platforms, calling him a “creepy butcher marine farmer” (Brown, 2017, para 
5).  The woman accused him of rape, attempted to blackmail him for $10,000, and when 
he refused to pay, she went public with her accusations.  The man, Joseph Lazarus, is 
now suing the woman for blackmail and libel, after he was fired from his job when his 
boss saw posts claiming that Lazarus would “rape fat chicks just to amuse his friends” 
(Brown, 2017, para 9). 
Incident Example 2 
A 21-year-old British rugby player was accused of raping a woman he met on 
Tinder with “fear and force” (Evans, 2016, para 1).  The man was subsequently cleared 
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of all charges by the Newcastle Crown Court in August 2016, when a jury determined 
that the woman had consented to intercourse (Evans, 2016). 
11.  Stalking/cyberstalking/harassment 
Total Occurrences: 13 
The number of tools available to stalkers is growing at a startling pace.  
Numerous recent media articles cite ways in which stalkers can utilize social media for 
purposes other than those for which the platforms were originally intended.  In 2015, 
Tinder began enabling users to link their Instagram accounts to their Tinder accounts, 
giving rise to the practice of “Tindstagramming,” whereby failed Tinder matches can 
access the subjects of their desire through Instagram.  In addition to providing the 
opportunity to direct message individuals through Instagram and harass them that way, 
the direct link from Tinder to Instagram often provides an individual’s full name, which in 
combination with general location information from Tinder, can easily enable a stalker to 
locate someone’s home address (Tindstagramming, 2017).  
Facebook’s “People You May Know” section can also be abused by stalkers to 
gain access to their victims.  Facebook friends lists are seen by some as a sign of 
popularity and social standing – the more friends one has, the better.  Individuals who 
subscribe to this method of thinking may send friend requests to anyone and everyone 
who Facebook suggests as People You May Know in an attempt to bolster their friends 
count, assuming that the platform is suggesting friends of friends, even if they have no 
idea who the people they are friending really are.  The problem is, Facebook algorithms 
do not merely suggest friends of friends or individuals with common interests as People 
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You May Know.  The suggestions also include individuals who have spent a significant 
amount of time viewing your profile.  It is this functionality that can prompt individuals to 
grant unknown stalkers access to additional information, and an entry point into their 
life.  Noted anthropologists such as Robin Dunbar suggest that the number of social 
relationships a person can effectively maintain numbers in the low hundreds; yet many 
people find it perfectly acceptable to increase their circle on social media to the 
thousands, opening themselves up to exploitation by many individuals whom they really 
do not know (Silver, 2016).  
Especially concerning is the new app, Dating.ai, dubbed by Forbes contributor 
Janet Burns as “The perfect app for superfans, stalkers, and serial killers.” (Burns, 
2017).  Dating.ai enables a user to upload a photograph of someone they find 
appealing.  The app will then utilize facial recognition to scour other platforms such as 
Plenty Of Fish, OkCupid, and Tinder for profiles of individuals resembling the person in 
the uploaded photograph.  Searches can be limited by age, gender, and area code, and 
uploaded photographs can come from anywhere (Burns, 2017).  Match.com CEO 
Mandy Ginsberg has remarked that “Match.com is no different than society.  If you go 
out to a bar and meet someone that you don’t know, you should be careful.” (Werber, 
2017).  While Ginsberg’s analogy may be true to an extent when viewing certain dating 
apps in isolation, services such as Dating.ai take more “traditional” apps and 
exponentially increase the creep factor.   
Dating.ai is the perfect tool for stalkers.  When in need of a new victim, a stalker 
just has to lurk at a coffee shop until someone of interest walks in.  After identifying the 
desired target, the stalker surreptitiously takes a picture with his cell phone, which can 
32 
 
be accomplished with relative ease while he is pretending to text someone.  He then 
uploads the photo to Dating.ai, enters a local zip code, and with any luck, he will be 
provided a direct link to the Tinder account of the woman standing in line waiting for her 
latte.  According to Tinder founder Sean Rad, this is only the beginning.  Rad foresees a 
future where individuals may be able to access someone’s dating profile simply by 
pointing a phone at them (Werber, 2017).   
Although all incidents of cyberstalking will most certainly be unsettling for any 
victim, some can be especially troubling, causing significant emotional distress even in 
the absence of physical contact.  Notorious cyberstalker Jason Christopher Hughes has 
been accused of ruining the lives of multiple victims, including one woman he met 
through social media, to whom he sent an email in September 2015, with the following 
instructions on “How to Make Your Own Pet Owl.”: 
Take one human.  smash the arms, legs knees with a sledge hammer.  bend the 
twisted limbs around a perch in a large iron cage.  bind the limbs so they grow 
into place.  insert a PEG tube directly into the stomach for liquid feeding.  nasal 
feeding gets in the way of the next stage.  bust out all off the teeth.  remove the 
tongue.  blinding is a nice option at this stage, but you might want to wait on that 
to set the unfinished owl in front of a large mirror for some weeks.  cut the cheeks 
midline, break the lower jaw and collapse the pallet.  at this point a stomach tube 
might be left with the facial remnants formed into a “beak.”  keep a bucket 
underneath your new Owl to catch wastes.  have fun poking your Owl with thin, 
sharp bamboo slivers.  keep the owl on constant multiple antibiotics, and switch 
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these up so skin sepsis doesn’t set in (Hensley, Keshner, & Annese, 2017, para 
7).  
This is but one example of the many disturbing and threatening unwanted 
communications women received from Hughes.  One would be hard pressed to find an 
individual who would not be terrified and potentially permanently scarred by the receipt 
of such a communication. 
Incident Example 1 
Brandon Lapp, of Lancaster, Pennsylvania, pled guilty to harassment after he 
utilized social media to target a woman he never met, decided that he was in love with 
her, and began harassing her boyfriend, of whom Lapp was extremely jealous.  Lapp 
created fake Facebook pages in the boyfriend’s name, using stolen photographs, and 
made it look as though the victim was gay.  Lapp also placed ads seeking male 
prostitutes on backpage.com, which resulted in the victim receiving at least 30 phone 
calls from prostitutes offering their services within a single day.  Other activities 
including anonymous phone calls, harassing the victim’s father, and ordering pizzas 
delivered to the victim’s workplace (Miller, 2017). 
Incident Example 2 
In late 2016, Australian Paul Lambert stabbed a woman 11 times and doused her 
in gasoline following the end of a brief relationship that began on Tinder.  Lambert was 
shot dead by police following a 100-mile chase after the incident.  At least four women 
have come forth indicating that they were previously stalked or harassed by Lambert.  
Reports from these women indicate that upon meeting Lambert online, he would work 
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hard to convince them to come to his apartment, as opposed to meeting for the first time 
in a public place.  Following the heinous attack, one of Lambert’s other stalking victims, 
with whom he had communicated via SnapChat, remarked “It took my breath away.  I 
mean being creepy is one thing, being a psycho is another and that’s clearly what he 
was… You never imagine that someone you’re talking to could be actually capable of 
hurting someone like that.  It’s disgusting” (White & Cleary, 2017, para 14; Awford, 
2017). 
Other incidents 
Several additional incidents occurred which do not fit into the aforementioned 
general categories.  These incidents include four Kenyan women who were gang raped 
when they agreed to meet potential employers who had contacted them via Facebook, 
and the assault of a teenager after multiple individuals took issue with something the 
teen had posted on Facebook, tracked down her home address, forced their way into 
the family home, and assaulted the teen and her mother (Alarm, 2017; Jechow & 
Rangel, 2017).  
It should be noted that information uncovered as part of the limited scope of 
research conducted for this project is merely the tip of the proverbial iceberg.  
Significant limitations of this research include time period covered (nearly all of the 
incidents examined occurred between 2015 and 2017); the utilization of a single U.S.-
based search engine; the limited number of searches conducted, focusing only on 
seven crimes in conjunction with three social media platforms; and the fact that for the 
searches that were conducted, not all documents were reviewed.  Additionally, it is likely 
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that not all physical crimes informed by social media or other sources of PII are reported 
as such.   
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Specific Cases and Patterns of Crime Informed by Other Publicly 
Available Sources 
 
Although this report focuses mainly on crimes informed by social media, there 
are plenty of other examples of crimes being informed by other publicly available 
sources of identity information.  Examples of this include burglars who use obituaries to 
identify vacant homes, and stalkers who use public records to locate their victims. 
While the availability of public records is not new, the accessibility of these 
records has greatly increased.  Instead of having to go to a courthouse, library, or other 
public institution to conduct manual searches, the Internet provides easy access to a 
wide variety of records, irrespective of the physical location of the record and the 
researcher.  Additionally, new sources of personal information, such as social media, 
can be used to guide searches for public records.  For example, A Facebook post 
related to a death may prompt a search for an obituary, a Tweet regarding a college 
football game may motivate someone to seek educational records, or Instagram photos 
of a housewarming party may spur research of property records. 
Funeral burglaries 
Funeral burglaries, crimes in which the perpetrators obtain viewing and funeral 
information from obituaries, then strike the homes of the deceased or friends and family 
when they know the homes will be vacant, are nothing new.  Criminals have utilized this 
modus operandi for decades, but access to online obituaries makes the planning effort 
easier, and enables groups of criminals to attack widespread areas instead of being 
limited to the information contained in the local newspaper.  In 2013, Seattle area police 
investigator Margaret Ludwig recalls busting a group of criminals “Running an obituary 
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crime ring so sophisticated and organized, even seasoned investigators were stunned.” 
(Rossen & Davis, 2013).  More recently, Indiana State Police issued a warning to the 
public in the wake of a multi-county string of burglaries which occurred in early 2017 
(Burbrink, 2017), and Illinois State Police and Missouri funeral directors issued similar 
warnings after a rash of burglaries in the St. Louis metro region in May 2017 (Rieck & 
Landis, 2017). 
Stalkers 
According to The National Center for Victims of Crime, stalkers frequently obtain 
information on their victims through public records or online searches (Rossen & Davis, 
2013).  Although he utilized social media to target at least one of his victims, Jason 
Christopher Hughes, the aforementioned stalker from Staten Island, NY, also used 
other publicly available sources to locate victims.  According to a criminal complaint filed 
against Hughes, he located one of his victims, a former fourth grade pen pal from the 
1970s, through contact information provided on the website of the school where she 
was employed in 2015 (Wassef, 2017).   
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Patterns Observed Within Media Reporting 
 
Local TV news stations provide the majority of reporting related to crimes 
informed by social media and other publicly available information.  Very few national 
news outlets in the US report on these crimes, although nationwide reporting seems to 
occur much more frequently within the UK, from outlets such as The Mirror, The 
Guardian, The Daily Mail, and The Daily Star.  Research for this project uncovered 
several articles providing statistics related to these types of crimes, as well as 
cautionary warnings to UK residents.  And yet some within the UK, like former Wall 
Street Journal reporter Cassie Werber, believe that significant gaps remain within UK 
research and crime reporting (2017).   
While it may be true that UK crime reporting with regards to social media 
connected crimes is less than ideal, at least there is some reporting.  The UK Press 
Association reported a 560% increase in dating app related crimes between 2013 and 
2015 (Ng, 2016).  Scotland Yard reported a 2,000% increase in dating app related 
crimes from 2012 to 2016 (Alexander, 2016).  No such statistics have been widely 
reported within the US.  Given the number of local US-based news reports identified, it 
would appear that the lack of widely publicized statistics does not indicate a lack of 
crime, but instead a lack of reporting. 
 For those incidents that have been reported within the US, reporting tends to be 
vague, with many news reports failing to even mention the specific platforms involved, 
instead reporting that victims were located “through their social media accounts,” or 
stating that a woman met the man who would later sexually assault her “through a 
dating app.”    And while some headlines are fairly specific, such as “Teenager faces 
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charges after setting up sneaker robbery on Facebook” and “Tinder bait & switch leads 
to Fresno armed robbery & auto theft,” others obscure the involvement of social media, 
such as “Cousins linked to murders of two Houston-area men” or “St. George man 
charged with rape” (Jones, 2017; Hoggard, 2015; Cerullo, 2017; Ramseth, 2017).  Not 
only are reports of incidents not making national headlines, but the local reports often 
lack sufficient detail to enable readers to take proactive measures in ensuring their own 
security.  It is unclear whether the lack of content is perhaps a result of police trying to 
keep a close hold on information related to ongoing investigations, or a lack of interest 
on the part of journalists.    
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Public Perceptions of Risk 
Public Figures as Victims 
The crimes detailed in the Specific Cases and Patterns of Crime Informed by 
Social Media section of this report all have one thing in common; the victims are 
average, ordinary people.  We have seen that the reporting on these crimes is often 
minimal, and yet these are the victims to whom the majority of the population can relate.  
The reporting of crimes related to celebrities and other public personas, however, is 
vastly different. 
 In the nine months between October 2016 and July 2017, multiple public figures, 
including Kim Kardashian, Alanis Morissette, John Terry, and Hilary Duff, were the 
victims of crimes directly related to posts the celebrities had made on Instagram: 
 In October of 2016, Kim Kardashian was the victim of an armed robbery when 
several men broke into the residence where she was staying during Paris 
Fashion week in the middle of the night, tied her up, and stole over $14 million 
worth of jewelry.  The incident happened shortly after Kardashian posted a 
photograph of her $4 million engagement ring on Instagram.  Following the 
incident, which resulted in the arrest of sixteen people with mob connections, 
Kim’s sister Khloe indicated that the robbery was God’s way of showing the 
family that they need to be more concerned about security.  In defense of her 
sister, whom some say was partially at fault for the robbery for showing off her 
valuables, Khloe remarked “I could show you hundreds of people on Instagram 
who show off wads of cash and diamonds” (Martinez, 2017; Khloe, 2017, para 
8). 
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 In February of 2017, thieves broke into Alanis Morissette’s Brentwood, 
California home and made off with a safe containing $2 million worth of jewelry.  
In the months leading up to the burglary, Morissette had documented her 
jewelry collection on Instagram and a blog, including identifying the designer of 
each piece (French, 2017). 
 In early 2017, the home of British soccer player John Terry was burgled while 
his family was on vacation.  Terry had recently posted photographs of the 
interior of his home on Instagram, and also posted photos of the family’s ski trip 
to the French Alps, providing all the information the criminals needed to 
effectively target the mansion, and make off with over a half million dollars’ 
worth of valuables (Moore, 2017). 
 In July of 2017, Hilary Duff posted a video to Instagram with the caption, 
“CANADA,” letting anyone who was looking, and in particular her 8 million 
Instagram followers, know that she was on a family vacation.  Shortly thereafter 
burglars broke into Duff’s Los Angeles home and reportedly made off with 
hundreds of thousands of dollars in jewelry (Here’s, 2017; Mcallister, 2017). 
Unlike the majority of social media related crimes, where reporting is frequently 
limited to local news outlets, the reporting of these crimes was international, with stories 
carried by news outlets such as People, The Sun, Vanity Fair, US Magazine, The 
Atlantic, The Daily Beast, Bravo TV, Allure, Forbes, The Washington Post, The Los 
Angeles Times, and the NY Times.  This broad reporting of celebrity victims leads to the 
heretofore unaddressed question of how might this influence public perceptions of risk?  
If people are exposed to a disproportionate amount of news regarding celebrity 
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incidents as opposed to incidents involving average people, will they think that crimes 
informed by social media are a problem exclusively for public figures? 
Pop Culture References to Crime Informed by Social Media 
 As seen in recent pop culture references in fictional books and movies, the idea 
of average people becoming victims of social media related crimes is not entirely 
unthinkable.  The 2017 film Ingrid Goes West chronicles young Ingrid Thorburn’s move 
across the country in a desperate bid to befriend her Instagram obsession; Taylor, a Los 
Angeles woman whom Ingrid believes “has it all.”  Early scenes in the movie show 
Ingrid as an inpatient at a mental health facility following an incident where she attacked 
a bride at her wedding reception because their social media relationship led Ingrid to 
believe she should have been invited to the wedding.  Although Ingrid’s mother had 
recently passed, surely adding stress to her life, the movie seems to suggest that 
perhaps her mental condition was exacerbated not only by her mother’s death, but by 
Ingrid’s obsession with social media, an obsession which enabled constant comparison 
to others whom she perceived to have more desirable, if not perfect, lives.   
The movie also highlights how some people utilize social media so much that 
they perhaps become desensitized or oblivious to what is really happening in their 
interactions.  Prior to moving to Los Angeles, Ingrid communicated with Taylor online, 
making comments on Taylor’s Instagram posts, to which Taylor would respond.  Several 
scenes, presumably occurring within Ingrid’s first few days in California, show her in 
places Taylor frequents, hoping for a “chance” encounter, of which there end up being 
several, all informed by personal information Taylor had published via Instagram.  Once 
the two formally meet, Taylor neglects to realize that Ingrid is one of her “Instafans,” 
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despite the fact that Ingrid used her full, true name in both online and in-person 
interactions with Taylor.   
While Taylor and Ingrid seem to become the best of friends rather quickly, the 
relationship, which was built upon false pretenses, falls apart nearly as fast as it initially 
flourished.  Towards the end of the movie, Ingrid live streams her attempted suicide, 
remarking “I’m just tired of trying to make people like me.  I’m tired of pretending like, 
I’m someone I’m not.  And I’m tired of being alone” (Spicer, 2017).  The scene then 
jumps to Ingrid in a hospital room, brimming with balloons and flowers.  Just as Ingrid 
had become obsessed with Taylor through her social media presence, hundreds, if not 
thousands, of individuals around the world had become obsessed with Ingrid. 
Although Ingrid Goes West was written primarily for entertainment purposes, it is 
an excellent illustration of how social media influences our social interactions, and how 
vulnerabilities grow, often unnoticed.  We have already seen these vulnerabilities played 
out in reality.  For example, some of the themes in the movie are very similar to the 
2016 real-life case of Instagram user diana_alexa following Instagram user gypsea_lust 
around the world, recreating, with painstaking detail, the latter user’s vacation 
photographs (Seals, 2016; Morgan & White, 2016).  This is but one real-life parallel; the 
movie provokes numerous questions regarding other ways in which the storyline may 
be relevant, such as: 
 To what extent does social media not only enable crime, but inspire 
otherwise law-abiding citizens to become criminals as a result of the 
altered perceptions of reality that are seen online? 
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 Is the risk of having complete strangers become obsessed with one’s life, 
worth the reward of the ego boost provided by a few thousand followers? 
 Does the existence of a carefully curated online persona somehow 
dehumanize criminals’ perceptions of their victims?  I.e. for those who do 
realize just how fake a supposedly perfect life presented through social 
media can be, do criminals view victims more as a fictional character as 
opposed to a real human being? 
 Other references to social media vulnerabilities are seen in Clare Mackintosh’s 
book I See You.  Mackintosh paints a twisted picture of a pair of criminals who utilize 
social media and other sources of PII to stalk women on the London subway.  After 
building significant dossiers on their victims, to include minute-by-minute details of their 
daily commutes and other routines, the criminals then sell the packages of information 
regarding the victims to those looking for the thrill of a good hunt.  Several women go 
missing, end up sexually assaulted, or murdered (Mackintosh, 2016).   
Although the storyline in this book is a bit more far-fetched than that of Ingrid 
Goes West, it also provokes questions, specifically regarding the general public’s 
overall knowledge and utilization of social media privacy settings.  In the book, the main 
character, who is one of the stalking victims, remarks that she had no idea that 
Facebook even had privacy settings.  She had been utilizing the social media platform 
as a personal diary, and was shocked to discover that her entire timeline was visible to 
the world.  It is interesting to note that the author of this book is British, and the setting is 
London, while we have seen, as previously discussed in this paper, that reporting of 
social media-related crimes seems to be more prevalent in the UK than the US.  Also of 
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note is the fact that Mackintosh spent 12 years as a police officer prior to pursuing a 
writing career, although the impact, if any, that her law enforcement career has had on 
her fictional storylines is unknown (Bestselling, n.d.). 
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Conclusion 
In response to recent reports that Facebook allowed targeted advertising with 
offensive terms, Facebook COO Sheryl Sandberg commented, “We never intended or 
anticipated this functionality being used this way – and that is on us.” (Roose, 2017).  
There are multiple ways in which social media platforms can, and are, being used for 
alternate, undesirable purposes.  Kevin Roose, of The New York Times, has likened 
these scenarios to the moment Frankenstein’s creator realized that he had created evil, 
remarking “I had been the author of unalterable evils… and I lived in daily fear lest the 
monster whom I had created should perpetrate some new wickedness.”  (Roose, 2017).  
Similar sentiments have been shared by others, including former Facebook advertising 
executive Antonio Garcia Martinez, who said “The reality is that if you’re at the helm of a 
machine that has two billion screaming, whining humans, it’s basically impossible to 
predict each and every possible nefarious use case.” (Roose, 2017). 
Even as they forge ahead in creating technological solutions to enable people to 
find each other with ever-increasing ease, most platforms acknowledge, even if 
indirectly, that there are some serious safety issues with the current state of affairs in 
the dating app realm.  Tinder stresses on their website that users should meet dates in 
public places, keep a charged cell phone with them at all times, inform friends and 
family of their planned itinerary, drive to the date location independently to enable a 
speedy departure if necessary, refrain from consuming alcohol or drugs, and “be aware 
that bad actors might try to take advantage of you by altering your beverage(s) with 
synthetic substances.” (Dating, n.d.).  And they provide phone numbers for national 
rape and domestic abuse hotlines.   
47 
 
Even given the limited scope of the research, this paper has identified many 
important research questions that still need to be addressed. One key finding, 
supported by admission of social media executives, and with evidence of a multitude of 
reports of crime informed by social media, is that there is no question that criminals are 
in fact using social media to aide in the execution of their criminal endeavors.  But the 
true extent of this use is unknown.   
One of the biggest challenges facing researchers is the different ways in which 
various municipalities account for crimes, making any attempts to definitively research 
trends and crime rates related to social media and other publicly available sources of 
information onerous.  Police departments keep detailed individual crime reports, but far 
more general overall statistics.  For example, you may find that there were 351 assaults 
reported in Smalltown, USA in 2016, but without reviewing each individual report, you 
have no idea how many of those crimes involved someone getting punched in the face, 
someone getting shoved to the ground, or someone being spit upon.  Similarly, you may 
be able to find out how many burglaries occurred in Des Moines in 2015, but it would be 
much harder to ascertain exactly what methods the criminals used to target homes.  
General statistics do not reveal if someone’s home was broken into after they posted 
vacation pictures online, or if it occurred after they left the boxes for a PlayStation 4, a 
stereo, and a 60” TV out on the curb after Christmas.   
In order for any accurate conclusions to be drawn regarding trends in social 
media and PII-related crimes, there needs to be an overall and widespread shift in the 
way police are accounting for these crimes.  And while it currently may be feasible for a 
researcher to comb through the details of all criminal reports for a specific city, the 
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results of such research would likely be skewed by geographic and socioeconomic 
factors limited to the specific area in which the research was conducted, and therefore 
an inaccurate comparison to what is going on in a larger region such as a particular 
state or country. 
Once the issues surrounding inadequate reporting are resolved, there will still be 
many questions to answer, such as why does the overall problem seem to be receiving 
more attention in the UK than in the US?  Is it because these types of crimes occur 
more frequently in the UK, or are the UK media outlets simply ahead of the curve in 
their reporting?  Perhaps the most important questions for future research to address 
would be whether or not social media and other publicly available identity information 
have actually caused an increase in certain types of crimes, to what extent social media 
use may increase one’s likelihood of becoming a victim, and what other factors, such as 
geography, may influence crime rates. 
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